©2022 The Kenya National Examination Council

[bookmark: _Hlk118292928]061006T4ICT
ICT Technician Level 6	
IT/OS/ICT/CR/01/6
[bookmark: _GoBack]Perform Computer Networking 
Nov. /Dec. 2022 

[image: ]	 
THE KENYA NATIONAL EXAMINATIONS COUNCIL 
 

PRACTICAL ASSESSMENT

INSTRUCTIONS TO CANDIDATE
1. Mobile phones are not allowed in the examination room.
2. You are not allowed to write on this examination question paper.
3. In this practical assessment, you are required to perform FIVE tasks.
4. You are allocated 3 HOURS to perform all the tasks. 
5. Each task has specific instructions.
6. The assessor will record your performance at critical points using audio-visual means.
7. Any problem with the computer should be reported to the invigilator immediately.









This paper consists of FOUR (4) printed pages
Candidates should check the question paper to ascertain that all the pages are printed as indicated and that no questions are missing
You have been with the following resources to perform the tasks:
· [bookmark: _Hlk116534352]One 2 to 3 ft. (0.6 to 0.9 meter) lengths of UTP cable, Category 5 or 5e or 6
· A minimum of 6 RJ-45 connectors (more may be needed if wiring mistakes occurs)
· An RJ-45 crimping tool
· Two computers with operating systems installed.
· A wireless router
· Wire cutters
· Wire stripper
· 1 Printer
·  Diagonal cutting pliers.
· Standard long-nose pliers (both side-cutting and skinning)
· Cable tester
· Multimeter
· Network tool kit
· Wireshark
· Answer booklet
· Reliable internet connection.
· Internet connection (cable)
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In this assessment you are required to:
TASK 1: Design a physical and logical topology for the network. 	[15 Marks] 
a) Using the answer booklet provided, create a physical topology of the network you want to construct. Use a star physical topology of the network.
b) Use 192.168.10.0/29 to create subnets that meet the host requirements for the network. 
c) Create an addressing table and document the IPv4 addresses that are to be assigned in the table. Clearly indicate the IPv4 addresses to be assigned to the two computers and the wireless router.
TASK 2: Network the computers and the printer to enable them share resources over the network.									(55 Marks)
a) Prepare the ethernet cables for networking.
b) Configure the assigned IPv4 address, subnet mask, and default gateway settings on the computers using your addressing scheme.
c) Share the ‘Documents’ folder on both computers to be accessible on the network.
d) Configure the firewall settings on the two computers to deny any incoming connections to port 80.
e) Create a local domain named ‘Staff’ for the network and use it to share the network printer.
f) Set up user account password on both computers to enhance network security.
TASK 3: Perform network test on the connected computer.		(20 Marks)
a) Run the ping command to test connectivity. Document the results of the ping command.
b) Check the mac address tables of both computers and record their entries before and after the ping exercise.
c) Create a word document file called ‘Test Report’ and save it in the shared ‘Documents’ folder on one of the computers. Access the document from the second computer. 
d) Enable internet connection on the wireless router and test the internet speed of the network.

TASK 4: Print a file over the network printer.				(05 Marks)
a) Test the functionality of the installed network printer by printing ‘Test Report’.
TASK 5: Using an appropriate software, perform network monitoring for the configured devices.								(05 Marks)
a) Using the Wireshark software provided capture the network traffic for about one minute and document the findings.
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