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(A concise, organized guide for students and instructors

1. What Is a Capstone Project?

Aspect Description
5 Integrates theory and practice; demonstrates mastery of core networking
urpose
P concepts.
s Typically 1?3?months, culminating in a deliverable (prototype, report,
cope
P presentation).
Real?world solution, research findings, or a validated design that can be
Outcome
showcased to employers or faculty.
Team - . g
Individual or small groups (2?5 members) depending on program guidelines.
Structure

2. Core Learning Objectives

1. Apply networking fundamentals — routing, switching, security, QoS, wireless, and
emerging technologies.

2. Design & implement a functional network solution or research experiment.

3. Use professional tools — packet tracers, simulators (GNS3, Cisco?Packet?Tracer, EVE?
NG), monitoring suites (Wireshark, NetFlow, Zabbix).

4. Document & communicate findings through technical reports, diagrams, and oral
presentations.

5. Manage a project — planning, risk assessment, timeline tracking, and teamwork.

3. Typical Project Themes

Category Example Topics
Network Design Campus LAN/WAN architecture, SD?WAN migration, data?center fabric.

Security IDS/IPS deployment, firewall policy automation, VPN performance analysis.
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Category Example Topics

Wireless & 10T 5G @ﬁrﬁ&vpﬂuli@ll’?FN elt)\N @Tr(k\jitfa @gmentation.

Performance &

Q0S Traffic shaping for VolP, latency reduction in cloud?backed apps.
0
_ Software?Defined Networking (SDN) controller implementation, Network
Emerging Tech ) ) o ) .
Function Virtualization (NFV) use case, blockchain for secure routing.

_ Comparative study of routing protocols (OSPF vs. IS?1S), impact of Al?
Research/Analysis ] o
driven traffic prediction.

4. Project Lifecycle — Step?by?Step Workflow

1. Topic Selection

o Align with personal interests and faculty expertise.
o Verify feasibility (hardware, software, time).

2. Problem Definition & Goals

o Write a clear problem statement.
o Set SMART objectives (Specific, Measurable, Achievable, Relevant, Time?bound).

3. Literature Review

o Collect standards (RFCs, IEEE), whitepapers, and recent research.
o Summarize gaps your project will address.

4. Requirements Specification

o Functional: protocols, services, performance metrics.
o Non?functional: security, scalability, reliability.

5. Design & Architecture

o Create logical diagrams (topology, flowcharts).
o Choose hardware (routers, switches, APs) and software (OS, controllers).

6. Implementation
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o Build the network in a lab or virtual environment.

o Configure dev@mbmspimst @F‘bN@tWG |ek.j.n g

o Apply security hardening and QoS policies.
7. Testing & Validation

o Functional tests: connectivity, routing convergence, failover.
o Performance tests: throughput, latency, jitter (iperf, ping, traceroute).
o Security tests: vulnerability scans, penetration testing.

8. Analysis & Results

o Compare measured metrics against requirements.
o Use charts/tables to illustrate findings.

9. Documentation
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