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Designed as a quick?reference guide for students, engineers, and managers

1. What Is Industrial Automation?

Aspect

Definition

Description

production lines with minimal human intervention.

Goal

lower operating costs.

Use of control systems (hardware + software) to operate machinery, processes, and

Increase productivity, improve product quality, reduce waste, enhance safety, and

Ranges from a single machine (e.g., CNC lathe) to entire factories (smart

Scope

manufacturing).

2. Core Components

Layer

Sensors &
Actuators

Control Devices

Human?Machine
Interface (HMI)

Communication
Networks

Software &
Programming

Typical Elements

Proximity sensors, temperature probes,
pressure transducers,
pneumatic/hydraulic cylinders, electric
motors

PLCs, PACs, DCS, embedded controllers,
robotics controllers

Touch panels, SCADA graphics,
mobile/PC dashboards

Ethernet/IP, PROFINET, Modbus,
EtherCAT, OPC UA, fieldbuses

Ladder Diagram, Structured Text,
Function Block, IEC 6113173,
SCADA/MES applications

Function

Convert physical variables to
signals (sensing) and execute
commands (actuating).

Execute logic, sequence, and
real?time control algorithms.

Allow operators to monitor,
command, and troubleshoot the
system.

Transfer data between devices
reliably and in real time.

Define control strategies, data
logging, analytics, and
integration with enterprise
systems.
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Layer Typical Elements Function

Safety PLCs, emergency?stop circuits, Detect hazardous conditions

Safety Systems . _
light curtains, safety relays and enforce safe shutdowns.

3. Levels of Automation (ISA?95 / Purdue Model)

Level 0 — Physical Process

Level 1 — Sensors / Actuators

Level 2 — Control (PLC, DCS)

Level 3 — Manufacturing Execution (MES, SCADA)

Level 4 — Enterprise Planning (ERP, Business Intelligence)

Each level adds abstraction, data aggregation, and decision?making capability.

4. Common Automation Architectures

Architecture Typical Use?Case Key Characteristics
Standalone Machine CNC machines, packaging One PLC + local HMI; minimal
Automation units networking.

Distributed Control System Continuous processes (oil  Hierarchical controllers, high
(DCS) refining, chemicals) reliability, tight loop control.
Programmable Automation Discrete manufacturing Modular PLC racks, easy re?
(PLC?centric) (assembly lines) programming, fast /0.

) Pick?and?place, welding, Dedicated robot controller + safety
Robotics Cell o o

painting PLC, vision systems.

Industrial 10T (IloT) / Smart factories, predictive  Edge devices, cloud analytics, digital
Industry 4.0 maintenance twins, OPC UA/ MQTT.

5. Programming Standards & Languages

Standard Language(s) Typical Application
Ladder Diagram (LD), Structured Text (ST), Function )
IEC?611317? ) ) ) PLC programming
Block Diagram (FBD), Sequential Function Chart (SFC), ) )
3 across all industries.

Instruction List (IL — deprecated)
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Standard
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Language(s)

IEC?61499 Function blocks for distributed automation

C/C++

Python,
Node?RED

Embedded controllers, robotics

Edge analytics, llo
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Typical Application

Complex, event?driven
systems, research.

High?performance
motion control.
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