
Mobile App Security and Privacy

Level 6 – Develop Mobile Application

1. Introduction to Mobile App Security and Privacy

Mobile apps handle sensitive data (personal details, payments, health info, location), making

them prime targets for attackers.

Security protects the app and its data from attacks; privacy protects the user's right to

control how their data is collected and used.

A single breach can cause financial loss, legal penalties, and permanent loss of user trust.

2. Common Security Threats

Malware: Malicious software that steals data, spies on users, or damages the device (e.g.,

trojans disguised as legitimate apps).

Data Leaks: Unauthorized access to or accidental exposure of user data (e.g.,

misconfigured cloud storage, verbose logs).

Phishing & Social Engineering: Deceptive tactics (fake login screens, smishing/SMS

phishing) used to steal credentials.

Insecure Data Storage: Storing passwords, tokens, or personal data in plain text on the

device.

Insecure Communication: Sending data over unencrypted channels (HTTP instead of

HTTPS), allowing man-in-the-middle (MITM) attacks.

Reverse Engineering & Code Tampering: Attackers decompiling the app to find secrets

(API keys) or repackaging it with malicious code.

Weak Authentication/Authorization: Poor session handling, guessable passwords, or

missing access controls.

Third-Party SDK Risks: Libraries and ad SDKs that introduce vulnerabilities or secretly

collect user data.

? Reference: The OWASP Mobile Top 10 lists the most critical mobile app risks and is the

industry-standard checklist.
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3. Best Practices for Mobile App Security

Use Encryption: Encrypt data at rest (AES-256) and in transit (TLS 1.2+/HTTPS). Consider

certificate pinning for high-risk apps.

Secure Local Storage: Use platform-provided secure storage — Android Keystore and

iOS Keychain — for keys, tokens, and credentials. Never hardcode secrets in the app.

Secure Authentication: Strong password policies, multi-factor authentication (MFA),

biometric options (fingerprint/Face ID), and short-lived session tokens (e.g., OAuth 2.0 /

OpenID Connect).

Least-Privilege Permissions: Request only the device permissions the app genuinely

needs, and explain why.

Secure Coding Practices: Validate all input, avoid injection flaws, handle errors safely, and

follow platform security guidelines (Android/iOS developer docs, OWASP MASVS).

Code Obfuscation & Anti-Tampering: Obfuscate code (e.g., ProGuard/R8) and detect

rooted/jailbroken devices where appropriate.

Secure APIs & Backend: Authenticate every API request, rate-limit, and never trust data

from the client.

Regular Updates: Patch vulnerabilities quickly and keep third-party libraries/dependencies

up to date.

4. Protecting User Privacy

Data Minimization: Collect only the data necessary for the app to function.

Privacy Policy: Clearly communicate what data is collected, why, how it is stored, and who

it is shared with.

Consent: Obtain informed, explicit user consent before collecting or sharing data — and

allow users to withdraw it.

Anonymization & Pseudonymization: Mask, aggregate, or anonymize data so individuals

cannot be identified.

Purpose Limitation & Retention: Use data only for the stated purpose and delete it when

no longer needed.

Transparency: Complete app store privacy disclosures accurately (Google Play Data

Safety section, Apple Privacy Nutrition Labels).

Privacy by Design: Build privacy protections into the app from the start, not as an

afterthought.
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5. Testing and Monitoring

Regular Security Audits: Test the app for vulnerabilities using static analysis (SAST),

dynamic analysis (DAST), and dependency scanning.

Penetration Testing: Have ethical hackers attempt to break the app before attackers do.

Monitor for Suspicious Activity: Use logging, crash reporting, and anomaly detection to

spot unusual behavior (without logging sensitive data).

Incident Response Plan: Define steps to contain a breach, notify affected users and

regulators, and recover quickly.

Continuous Security (DevSecOps): Integrate security checks into the CI/CD pipeline so

every release is tested automatically.

6. Compliance and Regulations

Understand Applicable Laws: e.g., GDPR (EU), CCPA/CPRA (California), HIPAA (US

health data), COPPA (children's data), and national data protection acts in your region.

App Store Requirements: Google Play and Apple App Store enforce their own privacy and

security policies — non-compliance can mean removal.

Data Protection Impact Assessment (DPIA): Assess how data processing affects user

privacy, especially for high-risk features.

User Rights: Respect users' rights to access, correct, delete, and export their data, and to

opt out of data sharing.

Breach Notification: Most laws require notifying regulators and users within a set

timeframe (e.g., 72 hours under GDPR).

Cross-Border Data Transfers: Ensure data sent to servers in other countries meets legal

transfer requirements.

7. Conclusion

Security and privacy are ongoing responsibilities, not one-time tasks — threats evolve, so

defenses must too.

Combining encryption, secure coding, least-privilege design, regular testing, and legal

compliance protects both users and the business.

Trust is the foundation of every successful app: an app that respects and protects its users

keeps them.
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Quick Revision Summary

Area Key Idea

Threats
Malware, data leaks, phishing, insecure storage/communication, reverse

engineering

Security
Encrypt everywhere, secure storage (Keystore/Keychain), MFA, secure coding,

updates

Privacy Minimize, consent, anonymize, transparent policy, privacy by design

Testing Audits, pen testing, monitoring, incident response, DevSecOps

Compliance GDPR, CCPA, HIPAA, DPIA, user rights, breach notification
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