
IP Addressing and Subnetting

1. IP Addressing:

An IP address is a unique numerical label assigned to each device connected to a

computer network that uses the Internet Protocol for communication.

There are two types of IP addresses: IPv4 (32-bit address) and IPv6 (128-bit address).

IPv4 addresses are typically written in dotted-decimal format (e.g., 192.168.1.1), while

IPv6 addresses are written in hexadecimal format (e.g.,

2001:0db8:85a3:0000:0000:8a2e:0370:7334).

2. IPv4 Address Classes:

IPv4 addresses are divided into five classes: A, B, C, D, and E.

Classes A, B, and C are used for host addresses, while classes D and E are reserved

for special purposes.

The class of an IP address determines the range of available host addresses and the

default subnet mask.

3. Subnetting:

Subnetting is the process of dividing a large network into smaller subnetworks or

subnets.

Subnetting helps optimize network performance, security, and management by

segmenting traffic and controlling broadcast domains.

Subnetting also conserves IP addresses by allowing networks to use a single IP

address range more efficiently.

4. Subnet Masks:

A subnet mask is a 32-bit number used to divide an IP address into network and host

portions.

Subnet masks are written in dotted-decimal format (e.g., 255.255.255.0) and are used

in conjunction with IP addresses to determine the network and host portions of an

address.
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5. CIDR Notation:

Classless Inter-Domain Routing (CIDR) notation is a method used to represent IP

addresses and their associated subnet masks in a compact format.

CIDR notation uses the slash (/) followed by a number to indicate the number of bits in

the subnet mask (e.g., 192.168.1.0/24).

6. Benefits of Subnetting:

Efficient use of IP addresses.

Improved network performance and security.

Simplified network management and troubleshooting.

Facilitates hierarchical network design.

7. Practice:

Practice subnetting exercises to enhance your understanding of IP addressing and

subnetting concepts.

Use online tools and calculators to practice creating subnets, determining subnet

ranges, and calculating valid host ranges.

Understanding IP addressing and subnetting is crucial for network administrators, engineers, and

anyone working with computer networks to effectively manage and optimize network resources.
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