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INSTRUCTIONS TO CANDIDATE 

1. This paper has TWO sections A and B. Attempt questions in each section as per 

instructions given in the section. 

2. You are provided with a separate answer booklet. 

3. Marks for each question are indicated in the brackets. 

4. Do not write on the question paper 
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SECTION A: (40 MARKS) 

Answer ALL questions in this section. 

 

1. Outline THREE causes of hard disk failure in a computer.         (3 Marks)  

2. Differentiate between preventive and pre-emptive measures implemented during computer 

systems support.                      (4 Marks) 

3. Mention TWO importance of Technical documentation in providing IT Support.   (3 Marks) 

4. Define the term troubleshooting as used in IT Support          (2 Marks) 

5. State FOUR importance of generating a test performance report after conducting a system 

test .                       (4 Marks) 

6. There various ways of conducting an IT system audit. Outline THREE types of IT system 

audit.                       (3 Marks) 

7. Categorize IT infrastructure into FOUR main classification groups.        (4 Marks) 

8. Explain the use of the following network diagnostic tools: 

a) Netstat;                  (2 Marks) 

b) Traceroute.                 (2 Marks) 

9. Outline FOUR contributions of IT System audit as a measure to cyber security.       (4 Marks) 

10. Define the term ICT policy.               (2 Marks) 

11. Differentiate between test incident report and test summary report.          (4 Marks) 

12. Outline THREE safety precaution measures of ICT infrastructure against external 

environment.                 (3 Marks) 

 

  


