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SECTION A: (20 MARKS)
Answer all questions in this section.
Each question carries one Mark.

When configuring a database firewall according to the expected operation, which aspect of
the database environment is typically influenced?

A. Data availability

B. Database backup frequency

C. Data retention policies

D. Database performance and security
Which type of database is best suited for handling complex queries and large volumes of data
with a focus on data warehousing and business intelligence?

A. Relational Database

B. NoSQL Database

C. Graph Database

D. Columnar Database
Why is it essential to adhere to the ICT policy when monitoring and applying database
patches?

A. It has no impact on the database

B. It reduces database performance

C. It ensures compliance with regulations and security best practices.

D. It minimizes the need for database backups.
Which of the following is a key criterion for classifying databases based on data model?

A. Data storage capacity

B. Data consistency

C. Data structure and organization

D. Data processing speed
Which of the following is a key consideration when configuring a database firewall in line
with the expected database operation?

A. Network latency optimization.

B. Protection against SQL injection attacks.

C. Efficient load balancing for database queries.

D

. Enhancing database naming conventions.
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