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INSTRUCTIONS TO CANDIDATES
1. This paper has two sections A and B.
You are provided with a separate answer booklet.

Marks for each question are as indicated.

Eal

Do not write on the question paper.

This paper consists of 3 printed pages.
Candidates should check the question paper to ascertain that all the pages are
printed as indicated and that no questions are missing
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SECTION A: (40 MARKS)

Attempt all questions in this section.

. Explain THREE ways in which an organization's operation platform, in line with industry

best practices, contributes to a successful security assessment and testing.
(6 marks)

Describe ONE major role that search engines play in information gathering during a security
assessment and testing. (2 marks)
Outline FOUR steps involved in conducting information gathering in line with the industry
best practice. (4 marks)
Explain TWO benefits of establishing a network topology based on industry best practices.

(4 marks)
Describe ONE major role of rainbow tables in security assessment and testing. (2 marks)
List FOUR steps involved in preparing and deploying payloads in line with the environment
and industry best practices and ethics. (4 marks)
Discuss TWO methods of manipulating human emotions in social engineering. (4 marks)
Describe THREE best practices for maintaining access to remote hosts. (6 marks)
Discuss TWO importance’s of analyzing the results of vulnerability scans. (4 marks)
Explain TWO ways on how consideration of the nature of the target influences the

assessment process. (4 marks)
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