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INSTRUCTIONS TO CANDIDATE 

1. This paper consists of two sections; A and B     

2. Answer ALL the question as guided in each section   

3. Marks for each question are as indicated in the brackets   

4. You are provided with a separate answer booklet to answer the questions  

5. Do not write in this question paper    
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SECTION A (40 Marks) 

Answer ALL the questions in this section 

1. Olive has been invited for an interview as an IT technician, List FOUR commonly 

recognized IT security threats in an organization that he is likely to asked.   (4 Marks) 

2. ICT security threats can be mitigated well if identified early, Outline FOUR methods 

commonly used to identify ICT security risks.     (4 Marks) 

3. Organizations suffer from security attacks because they are not aware of security threats, 

state any FOUR reasons why organizations need to be clearly aware of ICT security threats. 

            (4 Marks) 

4. IT security controls are measures put in place to help mitigate security threats, state FOUR 

reasons why IT security controls need to be in place.    (4 Marks) 

5. During an interview, you have been asked to define the following terminologies as used in 

control ICT security threats        (4 Marks) 

i.Encryption  

ii.Patch Management  

iii.Vulnerability Assessment 

iv.Penetration Testing 

6. Three experts from silicon electronics had a heated debate on how to improve IT ventures. 

Outline any FOUR best hones for coordination of security measures into the improvement and 

arrangement pipelines of IT ventures.      (4 Marks) 

7. State how organizations adjust the requirement for exacting security measures with the 

prerequisite for consistent client encounter in IT frameworks    (4 Marks) 

8. A client brought their laptop to Ember electronics seeking for assistance with firewall 

configurations. Enumerate any four network firewalls utilized to enhance logical security. 

            (4 Marks) 

9. Quickfix ventures a company domiciled in Penetration testing hired you to perform 

penetration testing for one of their clients. State any FOUR reporting process for findings and 

recommendations from penetration tests      (4 Marks) 

10. ICT security policy address confidentiality and integrity concerns during penetration 

testing.           (4 Marks) 

 

  


