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INSTRUCTIONS TO CANDIDATE

1.This paper has two sections A and B. Attempt questions in each section as per
instructions given in the section.

2.You are provided with a separate answer booklet.

3.Marks for each question are indicated in the brackets.

4.Do not write on the question paper

This paper consists of THREE (3) printed pages
Candidates should check the question paper to ascertain that all pages are

printed as indicated and that no questions are missing
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SECTION A: (40 MARKS)
Attempt ALL questions in this section.

1. Using an example of appropriate techniques in each case, discuss THREE goals of ICT security.
(6 Marks)
2. State the security concept that has the ability to prove that a sender sent an encrypted message.
(1 Mark)
3. Mary copies files from her desktop computer to a USB flash device and puts the device into her
pocket. Explain a security concern that may arise. (2 Marks)

4. Outline the reason why a layered security is a good practice in building secure ICT environments.

(2 Marks)

5. Discuss THREE common categories of ICT security threats. (6 Marks)

6. Identify THREE reasons of physical security in protecting ICT systems. (3 Marks)
7. Describe the following DoS attacks;

a) Ping flood (2 Marks)

b) SYN Flood (2 Marks)

c) HTTP/HTTPS Flood (2 Marks)

8. Penetration testing is essential to identifying vulnerabilities in organization's systems and
networks. Identify FOUR ethical penetration-testing techniques. (4 Marks)
9. ICT security policies define how an organization deals with security aspects. Using an example in
each case, differentiate between user policies and system administration policies. (4 Marks)
10. Describe the following ICT Security controls giving an example for each. (6 Marks)
a) Preventive Controls
b) Detective Controls
c) Corrective Controls

d) Deterrent Controls

Page 2 of 3



